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Tarantula for Chinese Phones
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Extraction, Analysis, and Reporting oy
of Phones Based on Chinese Chipsets ! | P imemsonees
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Intuitive, effective, and forensically sound, the Tarantula cell phone analysis system is the first tool
designed for the hundreds of millions of legitimate and knock-off (“white box”) cell phones sold
worldwide every year using Chinese-manufactured chipsets. Tarantula extracts, decodes, and pro-
vides reporting for low level data, including deleted physical data, from the memory chips on hand-
sets. Both physical and logical methods are supported to provide examiners with maximum ex-
traction capability. With Tarantula, complete analysis of phones based on Chinese-manufactured
chipsets becomes a reality.

B Chinese Chipsets: Physical: MTK, Spreadtrum, Infineon | Logical: MTK

®  Physical Extraction: Complete binary image of phone memory, exportable .bin file
B Logical Analysis: Interpret binary data into readable information

® Data Recovery: Recover deleted phone book, call records, SMS

m  Logical Extraction: Logically extract user data and phone ID info from MTK chipsets
m  Password Decryption: Extract cell phone login password

m Forensically Sound: : Does not write to, or harm the evidence

m Auto Pin Configuration: Identifies cell phone chips automatically

®  Report Generation: HTML report output

B |og records: Automatically records examination log with timestamps

m  Supported OS: Windows XP
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