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Stego Suite
Discovering the HiddenDiscovering the Hidden

Benefits:
• Accurate detection of steganography

• Continuous scanning and monitoring of

web domains

• Detailed reporting of results

• Active defense against unauthorised

information hiding

In the last decade, the technology for digitally 
manipulating image, video and audio data has 
advanced tremendously resulting in the ability to 
rapidly hide information in binary data files.  
Numerous web sites offer “stego” programs free 
for downloading.  The potential for industrial 
espionage, trade secret theft, cyber weapon 
exchange and criminal co-ordination are 
boundless.

The Stego Suite™ is the most advanced 
software bundle available for the investigation, 
detection, analysis, and recovery of digital 
steganography.

Many government and commercial organisations 
are greatly concerned and have sought tools to 
identify the use of digital steganography in its 
many forms. 

Stego Suite is such a tool that identifies the 
presence of steganography without prior 
knowledge of the steganography algorithm that 
might have been used against the target file. 
Known as “blind steganography detection, this 
capability is exclusive to Stego Suite.

Stego Suite is comprised of three products:

• Stego Watch™: WetStone’s flagship 
steganography tool – Allows users to detect 
digital steganography, or the presence of 
communications hidden in digital image or audio 
files.

• Stego Analyst™: A state-of-the-art image and 
audio file analyser – A full featured imaging tool 
allowing investigators to also search for visual 
clues that steganography has in fact been utilised 
in both image and audio files.

• Stego Break™:  WetStone's new and exciting 
password cracker – An application designed to 
obtain the passphrase that has been used on a 
file found to contain steganography.

Post mortem analysis of data recovered from 
a digital crime scene can be a tedious 
process.  When the digital data contains 
thousands of images, audio files, or digital 
video that may contain other hidden 
evidence, the process can be impossible 
without the aid of key technologies and 
expertise.  Stego Suite’s tools provide the 
ability to quickly examine and evaluate digital 
image and/or audio data for the presence of 
hidden information or communications.

Active Web Scanning of a web site to ensure 
that unauthorised persons are not using the 
site to exchange innocuous looking message 
or smuggle proprietary data is also becoming 
a must.  The tools of Stego Suite baseline a 
web domain and continuously scan the 
domain for the presence of hidden data inside 
digital images                      



Other Forensic Software Products
AccessData Forensic Toolkit™ (FTK)

Find Computer Evidence Quickly & Easily
The Forensic Toolkit offers law enforcement and corporate security professionals the ability 
to perform complete and thorough computer forensic examinations. FTK features powerful 

file filtering and search functionality.

AccessData Password Recovery Toolkit™ (PRTK)

Recover Passwords Quickly & Easily
The Password Recovery Toolkit gives you the ability to recover passwords from well-

known applications and gain access to encrypted files and drives, including the encrypted 
file system (EFS) from Microsoft.

Registry Viewer™

Analyze & Decrypt Registry Data
Registry Viewer gives you the ability to view independent Windows Registry files.  Registry 

Viewer provides access to “Protected Storage System Provider” information, which contains 
e-mail and Internet passwords, settings and search terms.

AccessData Distributed Network Attack

Putting Idle Time To Work
In the past, recoveries have been limited to the processing power of one machine.  DNA uses 

the power of machines across the network or across the world to decrypt passwords

WipeDrive™

Completely Eliminate Hard Drive Data
Erases ALL data from your physical hard drive prior to capturing a new image.  Complies 

with DoD 5220.22-M standard.

Spector

Automatically Record Everything Someone Does on Their PC
Spector AUTOMATICALLY takes hundreds of screen snapshots every hour, very much like 

a surveillance camera. With Spector, you will be able to see EVERY instant message,  
e-mail, web-site visited and keystroke typed.

Other Products:-

• Forensic Tools    • Hard Disk Duplicators • Floppy Disk Copiers
• CD/DVD Duplicators • CD/DVD Printers

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Media Duplication Services For:-

• Floppy Disk     • CD     • DVD     • Tape
• Blank Media Supply     • Standard or Customised Packaging     • Fulfilment Service

4 Station Approach,  Wendover,  Bucks  HP22 6BN
Tel:   01296 621121   Fax:   01296 621125

E-Mail:   info@dataduplication.co.uk
Website:   www.dataduplication.co.uk


