Device Seizure

CELL PHONE & PDA
FORENSIC SOFTWARE

Acquire and analyse data from over
2,200 mobile phones, PDAs, and GPS
devices including iPhones (2G, 3G, &
3G’s)

Paraben's Device Seizure is your first line of
defence in handheld forensics. Unlike data
management software turned forensic tool,
Device Seizure has its roots in digital
forensics with such things as PDD (Palm DD
command line acquisition), deleted data
recovery, full data dumps of certain cell
phone models, logical and physical
acquisitions of PDAs, data cable access, and
advanced reporting.

The amount and quality of data you can get
from a full physical acquisition far surpasses
the information you can get from a simple
logical acquisition. Accessing phones via
IrDA and Bluetooth should only be used
when other data connections are not
available due to the insecure nature of these
communication methods. With support for
more devices than ever before and the
addition of Symbian 6.0 support, no toolbox
will be complete without Device Seizure.

device
seizure

SIRTIOS BOANWY

Supported Mobile Phone Manufacturers

LG

Motorola - Including iDen
Nokia

Siemens

Samsung

Sony-Ericsson

i-Phone

KEY FEATURES:

Comprehensive easy-to-use interface
USB and serial support
Comprehensive data acquisition of
text messages, address books, call
logs, and more

Recovers deleted data

Verification of file integrity with use of
MD5 and SHA1 hash values

Built-in file viewing of proprietary files
Built-in searching and book marking
Text and Hex viewers

Data Carver for multi-media files
Analyses PDA data files stored on PCs
Built-in recovery Palm password (prior
to Palm OS 4.0)

Windows CE registry viewer

Acquires complete GSM SIM card
information including deleted data
Full flash download for certain models
of mobile phones

Image viewing for graphic information,
including data carving for multi-
media files for most devices
Comprehensive HTML, text, XLS, PDF
reporting

Encrypted image files to guarantee
image integrity

Text searching (including Unicode)
and hex information in the acquired
data

« Export acquired data to PC
« Viewing acquired data with external

viewer

Import of databases acquired with
PDA Seizure, Cell Seizure and SIM
Card Seizure & DDS (Deployable
Device Seizure)

Supports CSI Stick Files

e Export of acquired data to Parabens Link2

for easy link analysis

Comparing 2 databases to verify
differences in their structure
Includes 1 year subscription

Paraben's Point 2 Point has been integrated
into Device Seizure. The Point 2 Point feature
converts GPS data points to be read directly
into Google Earth so investigators can
quickly and easily visualize where these GPS
locations are.
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