AccessData
Enterprise

Investigation & Analysis with
Enterprise-Wide Reach

Organisations face a number of costly
challenges........

* Achieving visibility into all data across the enterprise.

- Detecting, preventing & investigating fraud.
* Protecting IP & personal data.
* Responding quickly & effectively to security incidents

+ Ensuring regulatory compliance.

+ Optimising security & investigative reach while cutting

costs.
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The Solution

AccessData Enterprise is a new breed of
investigative product built for scale, speed and
broad functionality. This easy-to-use enterprise
solution creates a network-wide investigative
platform that enables you to overcome your most
critical investigative challenges.

Securely access, analyse & forensically preserve
a wide variety of data:

* Capture data at the file, device & multi-node
level.

* Multi-machine forensic analysis with automated
processing.

* True RAM & BIOS capture.

* Batch collection functionality to support the
largest jobs.

+ Secure inter-component communication, role-
based security & rich auditing.

Achieve effective incident response
without the use of scripts:

- Deep analysis of processes, DDLs,

services, drivers, users, open files &
network socket data.

+ Advanced incident response analysis

interface with search capabilities.

* True database-driven incident response

reporting.

+ Analyse thousands of machines rapidly,

either proactively or reactively.

* GUI-integrated remediation.

Rely on an investigative architecture
that is forensically sound:

* Built on Forensic Toolkit® technology.
+ Forensic validity establishes & upheld

thousands of times in courts around the
world.

+ Evidence gathered will be admissible in

a court of law accepted by peers.

The only investigative solution with
automated analysis & advanced
processing power:

+ Automatically processes email, zip files

& unallocated space, removes known
binaries, verifies file identity &
automatically categorises & indexes all
data.

* Fully integrated Oracle database

supports enormous data sets, provides
extensive data review & reporting
capabilities.

* Market-leading decryption technology

delivers decryption, password recovery
& cracking.

+ Distributed processing lets you process

massive amounts of data with ease.

+ Secure inter-component communication,

role-based security & rich auditing.
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AccessData Enterprise
How It Works

The investigator authenticates against the authentication service.
The investigator creates a case.

The investigator selects target computers & issues investigative commands to
the Processing Service.

The Processing Service accepts commands from the investigator & issues
commands to the Agents.

The Agents verify authorised request, accept commands & send back device
statue, OS information and drive information.

The investigator chooses to preview devices, acquire hard drives or RAM, or to
gather volatile data.

The Agents respond with a preview of attached drives & volatile data.

Processing Service accepts data from Agents & displays requested information
in the GUT.

The investigator previews devices, processes data, and analyses information
relevant to the case.

Product Highlights
* No scripts-all functionality is in the GUL.

+ Case information is stored in the database.

* True Auto Save/Recovery functionality.
+ Forensically acquire BIOS, RAM & devices.
* Schedule bulk acquisitions.

+ Integrated Incident Response Console - correlate
processes, sockets & ports in a single view across nodes.

* Right click access o network data with AccessData Network Forensics.
* You're not confined to proprietary technology.

* The data you seek is always just a few clicks away.

Other Products:-

« Forensic Tools « Hard Disk Duplicators « Floppy Disk Copiers
« CD/DVD Duplicators * CD/DVD Printers

Media Duplication Services For:-

*Floppy Disk «CD <+«DVD «Tape
* Blank Media Supply  « Standard or Customised Packaging e Fulfilment Service
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